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Executive Summary

Corporate Profile

Amtelco isamanufacturer and distributor of computer telephony integration (CTI) based cdll
distribution and messaging equipment for hedthcare facilities, universties, telephone
answering services, executive suites, contact centers and corporations. Amtelco has been a
trusted name in the cal center industry for three decades. Thousands of Amtelco systems and
computer components have been ingtalled in al 50 of the United States, Audiralia, Canada,
Chile, Columbia, England, Mexico, the Netherlands, Puerto Rico, and the U.S. Virgin
Idands.

The Amteco Infinity automated cdl digtribution and unified messaging sysemisingdled in
facilities whereit is connected to the telephone network and often to an exigting data
network. It isimperative that the Infinity system be secure from unauthorized access. This
document describes the HIPAA readiness satus of the Infinity system. Each of the severa
elements that combine to make Infinity a highly secure sysem is discussed in detail in the
following pages.

Commitment to HIPAA Compliancy

The Hedth Insurance Portability and Accountability Act (HIPAA), Public Law 104-191, is
an dement of the hedthcare reform package enacted by Congressin 1996. All hospitds and
clinics are expected to be HIPAA compliant, by April 2004.

The advent of HIPAA has sparked far-reaching changes in the ways the hedthcare industry
conducts its business. The 1Cal divison of Amtelco is committed to assigting its customers
in the hedthcare fidds in their efforts to achieve compliance with the HIPAA standards.

Amtelco has empand led aworking group to monitor the development of the HIPAA
standards and to direct Amtelco’s on-going efforts to ensure that al Amtelco software
gpplications and hardware ingtallations corform to the security policiesrequired by HIPAA
as these standards are devel oped.

This interdepartmental effort is comprised of the director of software research and
development, the manager of quality control and assurance, the manager of corporate
management information services, the products and gpplications manager of the 1Cal
hedlthcare marketing division and the senior software documentation editor.

System Integrity

The information as Sated in these pagesis applicable to the hardware, operating system and
database of the Infinity system in its configuration at the time of ingtalation. Changes made

by persons other than those under the employ, consult or direct instruction of Amtelco may
compromise the stated measures or integrity of system security. Amtelco cannot assume
respongbility for the loss, theft or dteration of datawithin the Infinity system following the
transfer of ownership and control of the system to the customer named in the contract of sale.

System Configuration

The Infinity autometed cal handling and unified messaging system is intended for secure and
gpecific limited access. Though the system is designed to run continudly, 24 hours a day,
seven days aweek, access is controlled by a secure, hard-coded log-in procedure.

Infinity HIPAA Readiness Disclosure 1



Executive Summary

TheInfinity system is designed to operate as an Ethernet Local Area Network (LAN) running
the Microsoft Windows 95/98/NT operating system. The Infinity LAN connects the Infinity
CTI server with the supervisor and agent workstations and dl Infinity gpplications resident

on the workgtations. The Infinity LAN can be connected to an existing on-site data network
using the TCP/IP protocol.

System security is enhanced by elements of the hardware configuration and the software
license agreement that specify the number and types of workstations that can be included in
the system and that can be loaded with and operate on the Infinity software.

The Infinity CT1 Server can provide interfaces to one or more telephony networks. These can
include anadog and digita telephony trunks from the loca centrd office aswell as short haul
and on-premise connections to other PBX and call switching equipment.

Applications Security

All Infinity applications are congtructed on the Microsoft Windows 95/98/NT platform. This
enables the incorporation of al the security and functiondities of the Windows operating
gysem into the Infinity applications, including, but not limited to, encryption, usage logging
and user access.

The Infinity system is designed to operate as an Ethernet Loca Area Network (LAN) running
the Microsoft Windows 95/98/NT operating system. The Infinity LAN connects the Infinity
CTI server with the supervisor and agent workstations and al applications resident on the
workgtations.

Security wasincluded as part of theinitia design specifications for the Windows NT version
of the platform and is pervasve throughout the implemented operating system. All Amtelco
gpplications conform to the Windows NT security mode!.

HL7 Compatibility

The Infinity automated call handling and unified messaging system supports an interface to
exigting hedthcare information systems to receive red-time patient Admission, Discharge
and Trandfer (ADT) information using the Hospita Leve 7 (HL7) protocol.

The HL7 interface is used to populate listingsin the Infinity CTI server directory. Directory
listings can be used by operatorsto transfer calls to patient rooms, to provide calers with
patient information, and to accomplish other tasks dependant on data in the HL 7 record.

Disclaimer

Amtelco has made, and continues to make, every reasonable and prudent effort to provide
and maintain an acceptable leve of security for the software and customer-provided data
within the Infinity Computer Telephony Integration (CTI) Server. Although the following
measures attempt to address the means of access to the database and operating system of the
Infinity Computer Telephony Integration Server, known or possible to the best of Amtelco’s
knowledge, this document cannot provide a guarantee, either expressed or implied, againgt
unauthorized access to the information contained within the Infinity Computer Telephony
Integration Server.
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Software Platform

Software Configuration

The Infinity automated call distribution and unified messaging systemis, at itsheart, a
software platform comprised of three speciaized gpplications, each with its own security and
access regtrictions:

The Infinity Host CTI server application runs on adedicated chasss and performs automated
cdl handling and unified messaging tasks. Accessto the Infinity CT1 server operating
system is permissible only at the Infinity server console and is password protected.

The Infinity Supervisor workstation application isingaled on alimited number of desktop
computer workstations and is used to set up and maintain the system configuration, to
assign user access and to set up and maintain the database of client accounts. Access
to individua supervisor workstationsis password protected. Access to the Infinity
CTI server operating system is unavailable at supervisor workstations.

The Infinity Telephone Agent workstation application runson alicense-restricted number of
desktop computer workstations and is used to perform operator functions and
messaging tasks. Accessto individua agent workstations is password protected.
Accessto the Infinity CTI server operating system is unavailable a agent
workgtations.

Software Expansion

A number of optiona and enhanced Infinity software modules that provide additiond
functiondities are available as separate pay features. Certain of these applications must run
on a dedicated desktop computer workstation connected to the Infinity CTI server by way of
aserid interface. Some of these gpplications require a dedicated desktop computer
workgtation in the system configuration connected to the Infinity CT1 server by way of an
Ethernet LAN. Others can be ingtaled concurrently with the agent and supervisor
gpplications. Still others can be ingtalled on workstations that are connected to the existing
data network in an exigting, on-premise LAN

Software Improvement

Successive versons of the Infinity software possess individud limits as to the number of
avalable log-in keys and the number of desktop computer workstations that can be included
in the system configuration.

Software version Maximum workstations Available log-in keys
Infinity 4.x 50 500
Infinity 5.x single CTI chassis 100 2000
Infinity 5.x maximum 5 CTI chasses 100 2000

Software Platform

All Infinity applications are congtructed on the Microsoft Windows 95/98/NT platform. This
enables the incorporation of dl the security and functiondities of the Windows operating
system into the Infinity gpplications, including, but not limited to, encryption, usage logging
and user access.

Infinity HIPAA Readiness Disclosure 3



Infinity Configuration

Infinity Configuration

Infinity version 5.x
Application Installations

Legend

Windows NT/2000
Tower chassis
(unless otherwise noted)

Windows 95/98
Desktop chassis

Existing
LAN Hub

UltraComm 3.0
eVoicelLink

Infinity
Host Server

Optional Infinity
Telephony Servers

Infinity

Registry/Roster
(Dedicated touch screen
stations at multiple locations)

The PCs listed below may be
workstations or servers already
existing on the on-premise network

Network Archiver
Voice Logger | |

Administrative Server
(Win 98 for ten or fewer agents @
Win NT/2000 for more
than 10 agents)

Real Time Importer
Batch Importer
Client Importer

Web URL NT Server

(eCreator Applications,
Web-Enabled Applications)

N/

Existing

LAN

On-Premise

LAN Hub

MDR Capture
MDR Backup
Report Generator
Billing Link
Capture Link

Infinity Telephone Agent
Infinity Supervisor
OncCall Supervisor

Voice Logger

Infinity Telephone Agent
Infinity Supervisor
eCreator Palette
Voice Logger

Infinity Telephone Agent
Infinity OnCall Supervisor
eCreator Palette
Voice Logger

Infinity Telephone Agent
Voice Logger
Reader Board

ON __OFF __ WAITS

Infinity Telephone Agent
Voice Logger
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Network Security

Telephone Interconnectivity

The Infinity CTI Server can provide interfaces to one or more telephony networks. These can
include andlog and digita telephony trunks from the loca centrd office aswell as short haul
and on-premise connections to other PBX and cdl switching equipment.

The mgority of these trunks interface to one or more telephony switching cards within the
CTI sarver. All voice and data being brought into these boards from externd trunk lines are
switched among the boards on a separate digitd bus that is dedicated for this purpose. These
connections are dectrically separated from the ISA or PCl computer bus within the server,
and therefore cannot communicate with or affect the database or operating system of the
server.

With exception of the telephony switching cards mentioned above, the only remaining
connections between the telephone network and the Infinity CT1 server take place through
the externd modems connected to the server. These modems include a remote diagnostic
modem as well as one or more modems that are used for a phanumeric paging and remote

message ddivery.
Network Configuration

The Infinity system is designed to operate as an Ethernet Loca Area Network (LAN) running
the Microsoft Windows 95/98/NT operating sysem. The Infinity LAN connects the Infinity
CTI server with the supervisor and agent workstations and al applications resident on the
workgtations.

The Infinity LAN uses the TCP/IP protocol and can be configured for either 10BaseT or
100Bas=T connectivity. The Infinity LAN can be connected to an existing on-Site data
network using the TCP/IP protocol.

The built-in security features of the Windows operating system serve to enhance the levels of
security that can be established for accessto the Infinity system.

Network Security
Thefollowing security statements apply to the Infinity Ethernet LAN.

¥ Connection to the Infinity CTI server application is alowed only after entering a
vaid Login ID. Infinity utilizes amulti-character Login ID plus an optiona numeric
Passcode to establish a network sesson with the Infinity CTI server gpplication.

¥ Thelnfinity CTI server gpplication utilizes a proprietary command set based on either
the TCP/IP protocol. Invalid commands sent to the Infinity CT1 server gpplication are
ignored.

¥ The proprietary command set of the Infinity CTI server application is available only
to anetwork session after the session has successfully logged into the server.

¥ Thelnfinity CTI server does not support Telnet sesson connections. A request to
connect to the Infinity CTI server application as a Telnet sesson isignored.

Infinity HIPAA Readiness Disclosure 5



CTI Server Security

CTI Server Configuration

The Infinity automated call distribution and unified messaging system can be configured to
incorporate from one to five dedicated server chassis. The Infinity Host goplication runs on
the Infinity CTI1 server achasss and performs automated cal handling and unified messaging
tasks. Accessto the Infinity CTI server operating system is permissible only at the Infinity
CTI server console and is password protected.

Server Console

The Infinity CTI server accommodates connection of a standard 101-key PC keyboard and
VGA as aconsole to monitor the server chassis. The keyboard and monitor are used to view
and control the server activity upon initia boot-up, aswell asto monitor the state of the
various telephony ports once the server is on-line

In aproper configuration, the server keyboard and monitor do not need to be accessible for
the Infinity CTI server to reset or to come on-line. Amtelco does not recommend
disconnection of the server keyboard or monitor due to their necessity as diagnodtic tools. It
is recommended that the server keyboard and monitor be kept near the server and be
accessible only to appropriate personnd.

The Infinity CTI server keyboard and monitor have a limited vocabulary of functions they
are able to perform. Attempts to execute functions outside of the vocabulary are ignored.

Access to other network devices or computersis not available through the Infinity CTI server
keyboard and monitor.

Server Security
The following security statements apply to the Infinity CTI server.

¥ Connection to the Infinity CTI server application is alowed only after entering a
vaid Login ID. Infinity utilizes amulti-character Login ID plus an optiona numeric
Passcode to establish a network session with the Infinity CT1 server gpplication.

¥ The proprietary command set of the Infinity CTI server gpplication isalimited
vocabulary of commands that only alows execution of pre-determined functions or
commands.

¥ A logfile can be maintained within the Infinity CT1 server that records the time and
date of each successful user log-in over agiven time period aswell as the duretion of
the session before the user logs out.

Server Backup

As an added measure of security, the Infinity CT1 server is equipped with a Digital Cassette
Tape Driveto alow creetion of backup copies of the Infinity database that can be kept of f
premise. In the event of loss, theft or corruption of data, a backup tape can be used to restore
al system software and user data to the state it wasin at the point the tape was made.

The data contained on an Infinity Backup Tape iswritten in a proprietary format. Only the
Infinity CT1 gpplication is able to decode and utilize the data contained on the tape.

Daily backup tapes, stored in a safe location, provide the ability to restore the system and
data to a given state from within the previous twenty-four hours.

6 Infinity HIPAA Readiness Disclosure



CTI Server Security

Remote CTI Server Access

Remote accessto the Infinity CTI server is available on alimited and extremdly controlled
bass. Remote access through a highly secure remote diagnostic modem that is hard-wired to
the Infinity CTI1 server isrequired. Additiona remote access may be made available for
aphanumeric paging and message ddivery modems connected to the Infinity CTI server
through a serid interface.

Alphanumeric Paging / Remote Message Delivery Modems

Amtelco may connect one or more externd modemsto an RS-232 sevid interface board in
the Infinity CTI Server. These modems are used to deliver outgoing aphanumeric pages as
well asto accommodate incoming dia-up connections for remote text message delivery.

The following statements gpply to the paging and remote message delivery modems.

¥ Accessto the Remote Diagnogtics functions cannot be gained through any modem
other than the modem connected to the Remote Diagnostics Port. Diagnostic
commands transmitted into aphanumeric or remote-printing modems are ignored.

¥ Accessto the Infinity CTI Server operating system through the RS-232 dphanumeric
paging ports or remote message ddlivery portsis not available.

¥ Remote access to messages contained within individua Client Accounts can be
accommodated through diding into aphanumeric paging modems on the Infinity CTI
Sever. These remote did-up connections require both avalid Client Account number
and an optional Client Passcode for the user to view messages.

Remote Diagnostic Modem

Amtelco dways connects an external modem to the Remote Diagnostics Port, COM Port 2,
of the Infinity CTI Server. This modem is used to provide remote diagnostics capabilities for
Amtelco Help Desk and Fidd Engineering personnel.

The following security statements apply to the Remote Diagnostics Port.

¥ Amteco uses an externd remote diagnostics modem to dlow the modem to
optiondly be turned off while not in use. If the modem is turned off, Amtelco will
instruct on-premise s&ff to turn on the modem when access is required. After remote
diagnogtics are complete, Amtelco will instruct on-premise aff to turn off the
modem.

¥ Amteco requiresthat a dedicated phone line be connected to the remote diagnostics
modem.

¥ Amteco strongly recommends that the dedicated phone line connected to the remote
diagnostics modem have a non-published telephone number.

¥ Amtdco utilizes amulti-character Security Passcode to gain access to the Remote
Diagnostics Port of the Infinity CT1 Server. The Security Passcode is provided only to
Amtelco technica gaff. The Security Passcode is changed on aregular basis.

Infinity HIPAA Readiness Disclosure 7



CTI Server Security

¥ Accessto the Remote Diagnogtics functionsis not dlowed without proper entry of
the Security Passcode.

¥ Alogof al Remote Diagnostic Port accesses is kept and can be reviewed from the
Infinity Supervisor gpplication.

¥ AnInfinity Syslem Alarm can be enabled to activate any time atechnician or caler
enters an invaid Security Passcode. Thisdarm immediately dertsthe cal center saff
that apossible invalid access was attempted.

¥ Anlnfinity Sysem Alarm can be enabled to activate any time atechnician
successtully logs into the Remote Diagnostics Port with avaid Security Passcode.
Thisimmediady derts the cal center Saff that atechnician has logged into the
Remote Diagnogtic Port.

¥ After proper entry of the Security Passcode, atechnician has limited accessto only
the vocabulary of Remote Diagnostic Port functions thet is built into the Infinity CTI
Server gpplication.

¥ Accessto thelnfinity CTl Server operating system through the Remote Diagnostic
Port is not available.

¥ Accessto other network devices or computers through the Remote Diagnosgtics Port is
not available.

8 Infinity HIPAA Readiness Disclosure



Software Applications Security

Infinity Applications Security

All Infinity applications are congtructed on the Microsoft Windows 95/98/NT platform. This
enables the incorporation of dl the security and functiondities of the Windows operating
system into the Infinity gpplications, including, but not limited to, encryption, usage logging
and user access.

The Infinity system is designed to operate as an Ethernet Loca Area Network (LAN) running
the Microsoft Windows 95/98/NT operating sysem. The Infinity LAN connects the Infinity
CTI server with the supervisor and agent workstations and al applications resident on the
workstations.

Security wasincluded as part of theinitial design specifications for the Windows NT verson
of the platform and is pervasive throughout the implemented operating system. All Amtelco
goplications conform to the Windows NT security modd.

Windows Security

The Windows NT security model includes components to control access to each object, such
asfilesand shared printers. It also includes components to control which actions an

individua can perform on an object and which events are audited. The Windows NT security
mode aso includes severd features designed to grant permissions to some groups of users
while denying those permissons to others.

Windows NT and Windows 98 share many of the same security technologies, particularly the
Internet-related security technologies. The chief way that they differ isin Windows NT’s
absolute, from-the-ground-up internal security features, which incorporate amyriad of low-
level security checks at every point where objects can be accessed within the operating
sysem.

Although Windows 98 does not implement built-in security anywhere near the leve included
in Windows NT, anumber of security-related features were added or improved upon from
Windows 95.

Microsoft has made a thorough discussion of the security readiness, structure and festures of
the Windows platform available from a number of sources. The following materid only
serves to summearize the eements of Windows NT security modd.

User Accounts — The key to Windows NT security isthe availability of user accounts. User
accounts can be created as needed. A user account can be included in as many groups
of accounts as is appropriate. Access to any computer resource can be permitted or
denied to individua accounts or to groups of accounts.

Passwords — The built-in security cagpabilities include a number of workstation and server
password enforcement options. These include minimum password length, minimum
and maximum password age, how often a password can be reused and controls over
whether auser can, or must, change a password and establishing a maximum number
of unsuccessful attempits to log on before an account is locked.

File and Directory Protection — A range of file protections can be set on a per-file or per-
directory bass. These protections can be assigned on a per-user or per-group basis.
Security checks are then performed automaticaly when files are accessed.

Infinity HIPAA Readiness Disclosure 9



Software Applications Security

Registry Protection — Theregistry of acomputer is the repostory of dl sysem configuration
information. Security againgt unauthorized access to and dteration of the registry is
essential, but users and applications that need to access or dter regisiry information
must be dlowed to do s0. A specidized registry editor gpplication isincluded in the
operating system for this purpose.

Printer Protection — Specific users can be dlowed to or prevented from printing to a system
or networked printer. This permission can even be refined to encompass dl or only
part of the workday.

Auditing — A built-in auditing capability enables tracking to determine which user account
was used to attempt what kind of accessto files or other objects. Auditing also can be
used to track log-on attempts, system shutdowns or restarts, and sSimilar events.

Secure Channels — Built-in support for secure channds includes the Point to Point Tunneling
Protocol (PPTP), which enables users to connect securely to aremote network, even
over an intervening insecure network if necessary. Thisis accomplished by means of
encrypted encapsul ated packets and enables one protocol to be nested inside another.
Thus, a user can connect, for example, to the Internet via TCP/IP, then establish a
secure |PX connection to another network. Support for Secure Socket Layer (SSL)
has been upgraded, which increasesthe leve of encryption that can be gpplied to
Internet and intranet data exchanges.

Smart Cards — Built-in support for smart cards consists of atwo-layer driver modd designed
to encompass smart card reader hardware, together with the APIs used to
authenticate, write to, and retrieve data from smart cards. These cards have at least
three important uses. as user authentication in place of or in addition to log-on
sequences, for transacting financia business over the Internet and elsewhere, and as
portable data repositories for storing hits of information such as one' sdrug dlergies
or denta higtory.

Credit Card Protection — Crypto API, Authenticode and Microsoft Wallet support first
gppeared as part of Internet Explorer (IE) in version 4.0 and are till included with its
subsequent versions.

Windows Built-in Security Technologies by Version

10

Technology Win 95 Win 98 Win NT
Group-level security Partial Partial Yes
File-level security No No Yes
and privileges No No
PPTP client Add-on Yes Yes
PPTP server No Yes Yes
Smart cards Add-on Yes Yes
Crypto API Add-on (IE4) Yes Yes
Authenticode Add-on (IE4) Yes Yes
Microsoft Wallet Add-on (IE4) Yes Yes
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Infinity Applications Access

The Infinity automated call handling and unified messaging system isintended for secure and
specific limited access a user workstations connected to the Infinity CTI server inan
Ethernet LAN. Though the system is designed to run continualy, 24 hours a day, seven days
aweek, accessis controlled by a secure, hard-coded log-in procedure.

Thelog-in procedure in al Infinity applications can be configured to require that each user
enter either one or two pre-assigned aphanumeric keys before access to the system is
granted. The avalability of only alimited number of user log-in keys serves to enhance
system security. Successive versions of the Infinity software possessindividud limits asto
the number of available log-in keys.

Assgning unique, user-specific leves of access for each individua who is authorized for
access can further enhance system security.

Infinity Telephone Agent

The Infinity Teephone Agent cdl-handling and messaging software is designed to run 24
hours a day, seven days aweek, throughout al operator work shifts. Individuals are required
to log in and log out as they begin and end their shifts. When the software is running and no
oneislogged in a an agent workgtation, the Infinity Telephone Agent Login Prompt is
displayed with the cursor blinking in the Login Namefield.

A Login Name and, if desired, an optiona Password, are required to log in as an Infinity
operator. This verifiesto the Infinity CTI server that an individud is authorized to perform
Infinity Telephone Agent commands. An individua cannot be logged in as a supervisor and
an operator under the same Login Name at the sametime.

When the system isfirg ingtal and no other Login names are set up, the pre-configured
Login Name System dlows access to the Infinity Telephone Agent software.

Among the firgt tasks that should be performed after ingtalation of the system, it is suggested
that a confidentia Access Code be assigned to the System Login Name to prevert its
subsequent unauthorized use.

Infinity Supervisor

The Infinity Supervisor syslem management is designed to be run as needed, though it can be
left running 24 hours aday, seven days aweek. Individuas are required to log in and log out
asthey begin and end their supervisory tasks. When the software is running and no oneis
logged in a a supervisor workstation, the Infinity Supervisor Login Prompt is displayed with
the cursor blinking in the Login Namefield.

A Login Name and, if desired, an optiona Password, are required to log in as an Infinity
supervisor. This verifiesto the Infinity CT1 server that an individud is authorized to perform
Infinity Supervisor commands. An individua cannot be logged in as a supervisor and an
operator under the same Login Name at the sametime.

When the system isfirg ingtal and no other Login names are sat up, the pre-configured
Login Name System alows access to the Infinity Supervisor software.
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Among the first tasks that should be performed after ingtdlation of the system, it is suggested
that a confidential Access Code be assigned to the System Login Name to prevent its
subsequent unauthorized use.

Operator/Supervisor Set-up

Creeting an Infinity supervisor or operator identity conssts of establishing aLogin Name and
assigning various features rdated to cal handling and other tasks, including:

¥ Anoptiond Access Code for additiona security

¥ Limiting the number of calls on screen @ onetime

¥ Assgning calsto specific dient accounts to specific operators
¥

Establishing access to Infinity Supervisor commands, sations, and dataincluding a
range of supervisory security levels

Enabling abeeping darm & the arriva of each new call

¥ Setting an Operator Greeting Number, part of the optiona Perfect Answer feature,
which alows an operator to record a greeting for each client that is played
automaticaly when the operator answers acdl for that client.

User Access Levels

Specific levels of access can be assgned to each individua authorized to use the Infinity
Telephone Agent and Infinity Supervisor software applications.

The Operator Set-up screensinclude Access Enabled and Access Disabled menus, which
regulate an individua’ s access to the entire range of Infinity commands, software features
and system data.

When afeature is enabled in the Access Enabled menu, that individua can perform al the
tasks, and Infinity will accept dl the commands, relating to that festure. Any feature listed in
the Access Disabled menu cannot be accessed by that individud.

The Access Enabled features control the Infinity system options, and alow access to reports
covering clients, operators, supervisors, the system and call traffic. It may prove best to Sart
an individua with minimal access and add permissions as that individua gains experience

and proves dependability.
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Client Account Database

The client account database is the backbone of the Infinity automated call distribution and
unified messaging system. Each user is assigned a unique client account number in the
database that identifies the user to the Infinity CTI server. All cal digtribution, messaging

and reporting functions are performed by the Infinity CTI server according to the parameters
established when a client account is created in the database and assigned to a user.

The terms of the Infinity software license agreement establish and specify the number of
avallable dient accounts in the system configuration. Amtelco currently offers database Sze
choices of:

1,000 accounts 2,000 accounts
3,000 accounts 6,000 accounts
12,000 accounts 25,000 accounts
50,000 accounts 100,000 accounts

Client Account Security

The client account database is stored in the proprietary command set of the Infinity CTI
server gpplication. The Infinity CTI server proprietary command set has alimited vocabulary
of commands that alows execution of only pre-assgned dlient account functions.

Accessto the client account database is permitted only to individuals designated for accessin
the Infinity Supervisor application.

The following statements gpply to the security of individua client accounts.

¥ Each dient account has a unique Source, the route by which calls reach the Infinity
CTI server. For client accounts whose cdls arrive on DID lines or PBX extensions,
thisisaunique 3-, 4-, or 7-digit telephone number. For client accounts whose cdls
arrive on loop lines, thisis an Infinity CTI server port number.

¥ Cdl handling and messaging tasks are governed by alimited number of Behaviors
resident in the proprietary command set of the Infinity CT1 server. Specific Behaviors
are assigned during the client account set-up process. They include the ability to
redtrict operator involvement with incoming calls, by routing them to specific
locations, directly to voice mail, to an automated auto-answer attendant and to other
client accounts.

¥ Individua client accounts can be assigned a unique Fetch Passcode. When aclient
account is assigned a Fetch Passcode, operators cannot access the account
information without first entering the proper passcode.

¥ Individud client accounts can be designated for Private VVoice Mail during the client
account set-up process. This feature denies access to voice messages by operators.

¥ Each Client Account can be assigned a unique voice mail check-in passcode. This
feature denies access to an account’ s voice messages if the passcode is not entered or
is entered incorrectly.
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Information Compatibility

The Infinity CTI server alows access to the client account database with an gpplication
cdled the Infinity Client Importer Exporter (ICIE).

The ICIE application is congtructed on the Microsoft Windows 95/98/NT platform. This
enables the incorporation of dl the security and functiondities of the Windows operating
system into the gpplication, including, but not limited to, encryption, usage tracking and user
access.

The ICIE application requires a Windows 95/98/NT workstation connected to the Infinity
CTI server through a TCP/IP network connection.

The ICIE gpplication can function in three modes:

The Import All mode is used to bring data from a Microsoft Access database or tab-ddimited
fileinto the Infinity dient account database by creating new client accounts from the
imported data. Infinity client account database fields that are not present in the Access
database or tab-ddimited file are ether Ieft blank or retain thelr default settings.

The Import Update mode is used to revise fidds that currently contain information in the
Infinity client database for arange of accounts. The importation process does not
affect infinity client account database fields that are not present in the Access
database or tab delimited file.

The Export mode isused to convert the Infinity client database into an Access database or
tab-ddimited file. The resulting file can be used for searching and editing, or for
backup purposes. It also can be used to popul ate other databases.

HL7 Compatibility

TheInfinity CT server supports an interface to existing hedthcare information sysemsto
receive real-time patient information usng the Hospita Level 7 (HL7) protocol.

The HL7 interface is constructed on the Microsoft Windows 95/98/NT platform. This
enables the incorporation of dl the security and functiondities of the Windows operating
system into the gpplication, including, but not limited to, encryption, usage tracking and user
access.

The HL7 interface conforms to the HL 7 standard protocol and messaging format in version
2.2. Amtelco has implemented the ADT and MFN portions of the HL7 standard for data
exchange with the Infinity CTI server.

The HL7 interface is used to populate ligings in the Infinity CTI server directory. Infinity
Directory information can then be used by operatorsto transfer calsto patient rooms, to
provide calerswith patient information, and to accomplish other tasks that depend on the
data contained in the HL 7 record.

The HL7 interface with Infinity requires a dedicated Windows 95/98/NT workstation
connected to an existing data network through a TCP/IP socket. This workstation also
connectsto the Infinity CTI server through a TCP/IP network connection.
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Web Accessibility

The web-enabled solutions offered by Amtelco combine award-winning software
gpplications, sate-of-the-art hardware, proven telecommunications technology and high-
speed Internet connectivity to ensure that Internet treffic is dways available, effective and
secure.

Amitelco provides web-hosting services that can be ingtalled on the premises of hedthcare
fadilities, universities, telephone answering services, executive suites and contact centers.
On-dte hosting operations require a consderable investment in hardware, software,
operations staff and expertise, and the connectivity to the telephone network for transmission
capabilities.

Amteco aso offers remotey hosted web services, with dl hardware, software operations and
daff located off-premise a a separate, but highly secure, facility.

Web Application Configuration

The Infinity web-enabled applications require that a separate web server be connected to the
Infinity CTI server through a TCP/IP network connection. The web server must be equipped
with the Microsoft Information Server (11S) Internet accessibility application and its server
extensons.

By requiring the 11S gpplication on a separate web server, the Infinity web-enabled
applications gain an additiona measure of security from the Secure Socket Layer (SSL)
feature of the 11S gpplication. The SSL feature utilizes public key encryption to shied
network sessons from interception during transmisson.

The SSL public key dgorithm is comprised of two separate and distinct elements. a private
key that is held by the owner of the key pair and a public key that can be didtributed to
authorized users. The dgorithm specifies that one of the keysis used to encrypt
transmissions and the other is required to decrypt transmission.

SSL keys are available from a number of vendors, however, Amtelco does not provide SSL
keys as an eement of its web-enabled gpplications.

Web Application Security

The Infinity web-enabled software applications are constructed on the Microsoft Windows
95/98/NT platform. This enables the incorporation of al the security and functiondities of
the Windows operating system into the gpplications, including, but not limited to, encryption,
usage tracking and user access.

The Infinity web-enabled software applications are maximized for use with the Microsoft
Internet Explorer 5.0 web browser software.

The Infinity web-enabled software applications aso incorporate the security measures
contained in the Infinity Host CT1 server gpplication, aswell asthe Infinity Supervisor and
Infinity Telephone Agent workstation gpplications.
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Hosted Web Services

Amtelco offers remotely hosted web services through a partnership with aworld- class data
center, with operationad nodesin Madison, Milwaukee and Appleton, Wisconsin, Grand
Rapids, Michigan, and Minnegpoalis.

Telephone Connectivity

The telephony backbone of Amtelco’s remote hosting network is built on one of the most
reliable and scalable telecommunications infrastructures available, the OC-48 SONET Ring.
Though OC-48 provides a high-traffic capacity (2.488 Gbps), its magjor benefit isreliability.

The data center contracts with Ameritech and AT& T to maintain a SONET fiber-ring
connection between two local centra offices and two data center nodes. Should a break occur
anywhere in the SONET ring, traffic is rerouted automaticaly and the ring operatesin

backup mode, with no loss in capacity, until the break can be repaired.

Internet Connectivity

Cdll volumes are balanced between four 45-Mbps DS-3 connections to four Internet service
providers— AT&T, MCI, GTE and NorLight to guarantee Internet access for 100 percent of
the traffic on the remote hosting network. Trace-route functions, specificaly designed to
identify response time delays in the Internet connections, are performed on an automated,
continual basis. Should one Internet connection fail or experience an unacceptable response
time, the remaining connections possess the capacity to handle the full workload.

System Reliability

The remote hosting network operated by Amtelco and the data center provides continual
sarviceto dl customers. A multiple firewall structure provides secure access to the router.
Clustered web servers and high-speed network connectivity to clustered database servers
provide fast and accurate transaction processing. Both the servers and the network are
monitored 24 hour, 7 day aweek to ensure maximum performance.

All core equipment is fully redundant, including the use of redundant power suppliesin each
unit, to ensure system rdiability. Every critical device, including routers, switches and
servers, is covered by full-service maintenance contracts that include guaranteed parts
replacement within four hours.

All key system thresholds — induding bandwidth, CPU, memory and hard disk utilization —
are monitored continually to ensure that proper performance levels are maintained. Web site
performance and al server operations dso are monitored regularly. If any threshold is
exceeded, or any failure occurs, Amtelco and data center technicians are alerted to the
problem immediately and automaticaly.

Maximized Server Uptime— Dueto the missont critica design of the hosting network, any
server can be taken off line for maintenance or upgrade with no loss of service. When
asarver isbeing upgraded, a redundant server handles the workload without
interrupting productivity. Back-ups are performed on aregular basis on dl serversto
guard againg any appreciable loss of data.
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Telephony Server Integration — Amtelco’s award-winning Infinity telephony server
provides full-festured cal distribution and messaging functiondity aswell as
connectivity to the hosting network through Amtelco’s savera web-enabled software
goplications.

Web Server Capability — Amteco’'s Windows 2000 web servers aso run Microsoft’s
Internet Information Server software. The web server configuration can accommodate
severd thousand hits per second and is configured for ease of expansion as traffic
volumesincrease.

Database Server Dependability — Amtelco’s Windows 2000 database servers aso run
Microsoft's SQL Server database application. Each database server includesa RAID
5 SCSI Disk Array to provide fault tolerance and fast access to data.

Standardized Network Equipment — The data center uses only Cisco equipment in its
network. This standardization provides a single point of contact for dl issues and
enables development of extensive gaff kills with the network operating system,
Cisco's Internet Operating System (10S).

System Security

The data center is environmentally controlled and features state- of-the-art physica and
electronic security measures, including multiple network firewdls and digitd video site
survelllance. The data center features 24 hour, 7 day aweek monitoring of the system and its
network links by ateam of trained and experienced professionasworking in the on-Ste
Network Operations Center.

Network Monitoring — A suite of network monitoring tools continudly scrutinizes dl
aspects of the hosting network, from telecommunication circuits to web servers. The
possihility of asysem falureisal but diminated by redundancy in dl core network
components. Should a falure occur anywhere in the hosting network, the technica
support saff isimmediately notified of the component that has failed and can take
appropriate corrective action.

Power Failure Protection — The data center is serviced by dua, independent, dectrica
circuits and is equipped with two levels of on-site power protection. Uninterruptible
Power Supplies (UPSs) immediately ddliver eectricity to the core equipment should
power belost. An on-site diesel generator protects againgt long-term eectrica service
outages that the UPSs are not designed to relieve.

Complete Environmental Controls — The data center is equipped with a number of controls
to ensure that environmental conditions are closdy monitored and maintained. These
measures include temperature, humidity and smokeffire detection. All environmenta
information is integrated with the hogting network monitoring system and automated
derts are generated when conditions exceed predetermined thresholds.

Total Security Construction — The data center is constructed entirely of stedl and stedl-
reinforced concrete. It is entirely free of glass windows and unsecured entry points.
Biometric hand scanning technology provides strict control of Site access. Digitdl
security cameras throughout the data center enable the Network Operations Center to
continualy monitor activity ingde and outsde the fedlity.
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